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Productoverview

iNet is an automation platform aimed at solving increasingly complex network

operation and maintenance problems,helping enterprises achieve automation and

intelligent IT operation and maintenance transformation, and helping users achieve
a leap from manual operation and maintenance, tool operation and maintenance to

automated operation and maintenance.

iNet parses and models theconfiguration of mainstream network devicesforming a
unified configuration model, providing a comprehensive configuration management
interface, and supporting a series of complex network operation and maintenance
scenarios through orchestration enginesThrough iNet, network administrators can
efficiently and compliantly automate the operation and maintenance of network
devices.

iNet supports Cisco Juniper Fortinets Paloaltar Hillstoner CheckPoini Huawe&
H3C, Topseca Sangfora Chaitina Dptecha Venusi Leadsea Tsinghuanovel and
other mainstream firewall manufacturers' equipmentare configured and managed

with relevant policies.

iNet can support the configuration and management of mainstream load balancing
devices from manufacturers such ag$-5, Hillstone, Sangfor, Dptech, Horizon, and
Infosec
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2. Login toiNet page

2.1. How to log in toiNet
Taking virtual serverl72.21.1.36as an example, open a browser (such as Firefox,
Chrome) and enter the address in the address banttp://172.21.1.36/ .

After opening the login page, enter the administrator username and password. The
default username and password isdmin/rOOtme , and click 'Login™"

@ INET

Please log in!

2.2. Page Introduction
After logging in, five main functional components will be displayed. Including
Dashboardis Analyze| Search and configl

< C Axzmz 172.21.1.36/dashboard

Q‘;D INET platform % Dashboard &) Analyze  [g Search & Config

DefaultDashboard

Dashboard: Platform equipment, configuration, change overview, and quick
navigation interface;

Analyze: Firewallsecurity complianceanalysis,unified policy management;
Search: Unified search interface for firewall policies across the entire network;

Config: Visualmanagement of network devicesand configurations, forming a visual
network graph;
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3. System settings

The initial login operation of iNet requires iNet license authorization in the system
settings window, and the license authorization code needs to be provided by
contacting the manufacturer.

Set the entrance to"Settings- License".

3.1. Licence

The application for iNet license authorization requires obtaining the unigue serial
number of iNet on the deployed iNet platform in advance and submitting it to the
vendor to apply for authorization. As shown below:

According to the customer's testing scenario requirements, provide théNet serial

number to the manufacturer to apply for the corresponding license authorization
code. After the authorization operation, you can view the valid start and end times
of the license, as well as the list of functional features applied for, from the bas

information as follows:

() INET platform @ Dsmbowd @ Change @ Anshze [J Sewch @ Config

17221436 o BOFTTEREARAD

2023-02-01 000001

IRPAPPEO
2 £ 8 § § 2

550 Setting time  2023-02-01 000001 2123.04-30 112200

Feature support & Capaxity support

gt

3.2. Role management

In the iNet platform, role management refers to setting the location of user account
permissions. The platform initialization defaults to two role namesROLE ADMIN
and default_role.

ROLEADMIN contains Dashboard, Change, Analyze, Search and config all
permissions.

Default_role does not have any permissions
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The platform supports modifying existing role grouping permissions and creating
new role groups. In the authorization directory, there are module names, submodule
names, and functional authorizations.

Module Name: Dashboard,Change,Analyze, Search and configdll Permissions
Submodule name: submodules within each module

Function authorization: For each submodule, there are options for readonly,
add/modify, and delete function authorization.

3.2.1. Modify role grouping permissions

) INET platfarm 2

| [mnee]

i @Hi »E o

Click on Setting®y Role,click on User.As shown below, an authorization settings
option box will appear, which contains all the functional options supported by the
platform. The platform supports selecting as needed, selecting all, and then clicking
save to reset.

) INET platfarm

@ #ator detault role
& v (=) =1 =]
R User Group
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3.2.2. Create a new role group

Click "New"in Role, as shown above, a "New Role" dialog box will appear. Enter
"Name" and it will be automatically created. By default, there is no permission

authorization. Check the function items as needed, and refer to "Modify Role Group
Permissions" for authorization settings.

3.3. User management

In the iNet platform, user management can be used to create users and user groups,
with each user being associated with a user group and user role.

3.3.1. Create User Group

Click on SettingsA User Group, then click on "New"As shown above, a dialog box
for creating a new user group will appear, with red "*" indicating required fields.
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3.3.2. Create User

Click on SettingsA User, then click on "New"As shown above, a dialog box for
creating a new user willappear, with red "*" indicating required fields.

4. Config

Visual management of network equipmentand configuration, semiautomatic
topology construction, and unified search and inspection of relational object
databases are all completed in networlautomation.

4.1. New Connection Voucher
TheiNet platform currently supports the management of devices in SSH, HTTPS, and
HTTP formats. Before operating the management device, a connection certificate for
the device needs to be created, which mainly includes the name and type of the
certificate (currenty supports username/password and simple password methods).
Connection credentials are used when connecting devices. Click on the Config
DeviceA credential (indicated by the red arrow).You can see the corresponding
connection credentials. Vouches can be edited or deleted.

[ INET platfarm @ Dastbord % Crarge @ Anabze  [F Sewh [ Covi

Tipe Usermame Remarks Operaticn

pansraces

nnnnnn

Click New to enter the new interface, as shown below.
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, Name: Enter the name of the connection credential;

., Type: Connection method, currently supports username/password and simple
password methods;

. Username: The username used for device login, and the account's permissions
require issuing permissions;

., Password (encrypted): The password corresponding to the login device username;

., Remarks(optional): Enter a note item and description for this connection credential.

The editing interface for connecting credentials is the same as the new interface.

4.2. Data Center Configuration

After creating a new connection credential, it is necessary to create a new 'Data
Center' instance. A data center instance refers to a collection of customers' network
devices. Including firewalls, switches, routers, load balancing, and business domains.
The newly added network devices are all added at this data center instance level

Set the entry to "Config- Device- Catalogue'.

() INET plattorm @ Dxtboard T Chnge @ Andye [ Seach % conf T @ T ®admn

= Dewce ~ £ Device catalog C @ frame Openton 4
Catilogue
» | Ouen foel ottt Gt Vgt loitiecn ity
credentis ==
i it"“’ ¥ Basicinfo
- &oan
Template « &8 oomain detauit
ek seting [~ Tseern
5 internet-17221.1.80
TR updstedat 20240528 150509 project desc  + infrastructure

HAGroup

rame ame crested 3t 20210813 171636

Tepelogy

oan

(B marage-juniper-Route-

Model Detais 21194

P K vanage HawerFirewal
m2118

B anabyze-uawei-

assocaten 2118

B w0 X

Relation

@ uben & - i et

B 722100100
B Cisco-17221.1.160
AntrvirusPa) - i Batanoe

Applationuswe)

Object Management20 8 15216850132
- i susiness

B iz2i09
B roniGat 172211162
B oo
I paoramals2.168.60.100
2 gw-a20000-1
22106
12 1606069
B circo 1722100602

Click on Configure

Device - Catalogue, click on "frame", and then click on
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"Operation” (red box).Create a new data centeror edit it; Or simply right- click on
the frame.

In the new page, enter the instance name (i.e. the name of the data center).
Explanation is to annotate the content of this data center (optional)After clicking
"OK", complete the addition of a new data centerAfter creating a new data center,
add business domains to this data center instance.

4.3. Business domain configuration
Click on the newly created data center, which is now empty. Click on 'Operation’ to
display the options for creating a new business domain, editing and deleting, or
simply right- click on the newly created data center to create a business domaifgTo
delete a data center, it is necessary to ensure that there are no related business
domains; to delete a business domain, it is necessary to ensure that there are no
management devices under that business domain)

Select the new business domainenter the instance name of the business domain,
click "OK", and complete the creation of the business domain.

4.4. Add device
After completing the addition of the business domain, devices can be added to the
business domain. Currently, it supports adding firewalls, switches, routers, load
balancing, and creating new virtual gateways.

At the business domain level, click on "Operation” and the menu bar will display
"New Firewall", "New Virtual Gateway", "New Load Balancing”, and "New Routing
Switching".Both 'edit' and 'delete’ are operations within the business domain.
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) INET platform  © Dshbowd % Change @ nalyze (@ Search

4.4.1. New Firewall
Click on 'Create firewall' and the page for adding a firewall will appearAs shown
below.

Create firewall X

. * Vendor: | Fortinet
o Basic

roperties
prop # Model: | FortiGate

* Version: | FortiQS 6.0
* Business domain: = Domain

* Device name:

Description:

The process of adding a firewall is a configuration wizard. The first page is' Basic
Properties'. The 'Basic Attributes' require the following options to be entered:

Manufacturer : Add the manufacturer of the object firewall and select the
corresponding manufacturer of the device from the drop down menu. Currently
supports mainstream firewall brands such agortiNet, Juniper, Cisco, andHillstone;

Model: The dropdown menu allows you to select the firewall model of the
manufacturer, such as Juniper corresponding to SR¥d Cisco corresponding

to ASA
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Version: OSversion of the firewall,
BusinessDomain: Add the business domain to which the object firewall belongs
and automatically associate and generate it;

Device Name: Fill in custom device name

After selecting the above information, click "Next" to enter the second wizard
interface, which is "Configuration Management".

Create firewall

Basic # How to get configi®) Pull automatically Upload manually

properties
* Management IP:
o Configuratic
* Portocol: | SSH
* Port: | 22
* Credentials: | admin New credential

* Management mod Collect only

Advanced: Sho

previows | [
In "Configuration Management", the following options need to be entered:
Collection mode: Select automatic collection, so that the platform regularly
performs "connection status check"”, "configuration collection", "routing
collection", etc;
Management |P: Enter the corresponding management IP addresdor the
management firewall;
Protocol: Except for CheckPoint and DeepTrust, other firewalls choos&SH
Checkpoint and DeepTrust choosHTTPS
Port: Automatically associate port numbers based on the selected protocol, or
customize port numbers to be filled in;
Connection credentials: Click on the white option, select the created credential
information, or directly create a new credential. After selecting the credential,

perform a connection test directly to verify the connectivity of the device and
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the accuracy of the account password;”indicating a normal connection;

Management mode: Select collection+distribution.

5

After completing the above information selection, click "Next" to enter the third
wizard interface, which is "Initial Settings".

-
Create firewall *
Pt R # Working mode: | Routi
[~ ) Basic e “Hng
roperties
‘ Prop * Coding: | UTF-8
Py . R HA group:
(») Configurati
‘ Logical system:
- #Time zone:  Asia/Shanghai
o Initial
settings ) ) )
= * Ohject group refer  Object group reference abject
* object reference: | referencing object name
Set the new config a True
Previous m
y

Select the firewall 'working mode', which defaults to 'routing mode'. The rest can be
set to default values. Click on 'Next'. Completing the setuL'§f3'indicates successful
device management.

= Device ~ & Device catalog o] 172.21.1.1549 MP@@®E | opention L
s |
- % Overview  Configutation  Setting  Authority
Credential
- g5 frame .y
HA Group - _ Vv Basic info
~ &% DATA
Template ~ #== Domain Basic properties
s, (3 172.21.1.184
Task Setting B Vendor : Huawei Model : USG6000
£ Topoloay F5-192.168.60.132
poesy B8 manage-juniper- Version : V100R001C305PCa00  View Template Device : Domain
R IPAM Route-172.21.1.9
Route-172.21.1.94 Device Name ro172.21.1.184 Description
2 Model Details ~ EA Mznage-Huawei-

4.4.2. Overview of piping equipment
At this firewall level, the overview panel, configuration panel, settings panel, and
permissions panel of the firewall will be displayed, and by default, the overview panel
interface of this firewall will be accessed.

Overview
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Bowiecasiog C [ demoiuniper® | it ¥ G | opsen

S Owrview  Configutation  Setting

~ i infrastructure

 Basic inf
- & OO test
« gl dero-device Basie propasties
I gemo joniper Vendar : uniper Model : SRX
Version :Junos 120 vew empate Deiice + damo-device
Device Name : demo-juniper Desciption

Configuration version NAT policy
|

Policy based routing

;

The firewall overview panel interface mainly consists of two parts, one is "Basic
Information” and the other is "Other Information"

Basic information: Display the manufacturer, model, version, device group, device
name, and description of this firewall

Other information: The platform displays statistical information such as various
objects, policies, routes, interfaces, regions, configurations, and URL groups based
on the collected information after parsing.

4.4.3. Equipment Configuration Management
Click on 'Configuration’. The iNet platform will display detailed information about
this firewall. It contains five major items: configuration library, routing library, policy,
object, and network.

B Device catalog c m Analyze Huawel-172.21.1.93 ) M@
Ovendew  Configutation  Setting  Authority
- Bt
upiosa c I
el =
- i tomain T Varsion Upaits e TheMngm or oy Upaate source Operation
Securty poicy
Bmziis NAT poliey 20250320 164651 | Active 2025.01.20 164651 sz Puling Task
B internet-17221.1.80  Oujet
20250222 194681 05222 1941 seszs Puting Task
R f5-192.16860.132 :““;"f
- 2050222 184651 025.02.22 164651 Pusing Task
B manage-juriper-Route- P 3025-02-23 5 20250222 18> 5 o
17221184 AL Category s gt
K Manage-Huawer-Frewall-  Network
. a2 124681 seeze -
17221184
[~ Fene 20250213 15085 sssz Puting Task
Analyze-Huawi- — = : v
ooy Paicy ared routing 2028021 011 s Sung sk
-1
20211 0042 ™ -
B 1722100100 ¢
B cico 2211160 2050208 0651 2502080051 so001 s
- i esance 202920804651 2253208 tsn somr fy—
I8 15216860132
28020508651 2028.02 03 o8 ston Suting Task
* g usinass
B irzzim 30050005 074652 2005.00.08 074852 8 Buling Task
I roriGat 172211162 2005.01.24 094651 20250124 034851 saon Bating Task
B testeisco
228,01 24 00452 2028124 a2 sao Bang Tk
B panoramal52.168.60.100
B 0200001 205.01.16 044656 2005.01.15 0446 soon Puting Tsk
= imaiae 2005.01.18034651 2050118034651 ssm Suting Task

8 11921686099

B Cisco-172.21.1.160-2
I SRR L AROA-

Configuration Repo: displays current and historical configurations, can view,

delete, download, and upload firewall configurations, and can also compare
configurations based on different configuration files
. Routing Repo: displays collected routing and historical routing information,
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supports viewing, downloading, and deleting
policy: Refers to the current security policy of the firewall, including policy

information such as "security policy" and "NAT policy"

non

Object: including elements of security policies such as "address object", "service

object”, and "time scheduleobject"

non

Network: including network related parameters such as "interfaces", "regions”,

and "routes"

4.4.3.1. Configuration Repo
The configuration repo stores the current and historical configuration files of the
firewall, and updates to the configurationrepo are based on two methods: collection
tasks and manual uploads.

The triggering conditions for the execution of collection tasks can be divided into
two types: one is manual triggering of configuration collection updates, and the
other is regular collection task execution.

Manually triggering configuration updates

Click on the selected firewall, select "Configuration”, click on "ConfiguratioRepo",

and then click on '5?°Execute Real time Configuration Collection Task". If there are
any changes to the device configuration, the latest current configuration file will be
generated. If the configuration has not been updated, no new configuration file will
be generated for this collection task.

Set regular collection tasks

13/ 50



iNet Intelligent Platform Operation Manual 2024

Device catalog m Analyze-Huawei-172.21.1.93 .
i frame Configuation update
- & DAT
* i oom a =

Click on the selected firewall, select "Setting", click on "Task", and then click on
"Configuration Update" to set up regular configuration collection tasks. The default
is to collect once every hour. Modify the configuration collection interval as needed.

SUCCESS

If the collection is successful, the execution information will be display:. -

Manually upload configuration

5

After importing the configuration file into the firewall, it will not be the current
configuration file and needs to be manually checked and set to the current version.
The 'current configuration' refers to the configuration in which the device is currenl
running.

£ Device catalog Q Analyze-Huawei-172.21.1.93

B B l15‘2’.’1i'~:

Configuration upload "is a manual configuration upload performed by the
administrator, but it will not be issued to the device.

'‘Configuration Comparison' compares two existing configurations. First, check the
two configurations that need to be compared. Then click on 'Configuration
Comparison’, as shown below
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] Device catalog m Analyze-Huawei-172.21.1.93

Overview Setting  Authority

thelength of corfig  Upeste souree Operstion
sz g

saszs g sk

5 0T

saszn ing T

stz g

swszs

@ g
saom ng
saos7 ng s
saom
o
so001
saom
s
et 78 e
Compare
B 2024-07-1906:46:51 € 2024-05-21 13:46:51
50 32.8.2.1 mask 255.255.255.255 sddress 0 32.4.2.1 mesk 255.255.255.255
s
S%.172.20.2,60. 32 Supe. opiest
201,60, mask 255.255.255.255
9.1.61.32. type obiect
72.22.1.61. TRk 235:255.255.255
ress-set 18.1.1.61 32 tvpe object e == e
€

The differences between the two configurations will be displayed in the dialog box
shown in the figure above.

4.4.3.2. RoutingRepo
The routing repo stores the current routing table and historical routing table files of
the firewall. The update of the routingrepo is based on two methods: collection tasks
and manual uploading.

The triggering conditions for the execution of collection tasks can be divided into
two types: one is manual triggering of route collection updates, and the other is
regular collection task execution.

Manually triggering route updates
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Click on the selected firewall, select "Configuration”, click on "RoutinBepd’, and

then click on ' Execute Real time Routing Collection Task". If there are any changes
to the routing entries, the latest current routing file will be generated. If the routing
has not been updated, no new routing file will be generated for this collection task.
Routing table entries support viewing, deleting, and downloading.

Set regular collection tasks

Click on the selected firewall, select "Settings", click on "Tasks", and then click on
"Routing Collection" to set up a regular routing collection task. The default is to
collect once every 30 minutes. Maodify the routing collection interval as needed. Ihe

SUCCESS

collection is successful, the execution information will be displayc

Manually upload routing table entries

After importing the routing file into the firewall, the routing file will immediately
become the current version. The 'current configuration' refers to the routing table
entry where the device is currently running.
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~ £ Device catalog m Analyze-Huawei-172.21.1.93
Overview i

Configuration upload "is a manual routing table item upload by the administrator,
but it will not be issued to the device.

'‘Configuration Comparison' compares two existing configurations. First, check the
two configurations that need to be compared. Then click on ‘Configuration

Comparison', and after comparing the routes, the differences will be highlighted with
a color background

4.4.3.3. Policy
Security policy

The "Security Policies" section mainly displays the existing security policies of the
current firewall. As shown below:

[) INET platform @ Dashbosd % Change @ Ansize [3 Search

~ [ Device catalog m Analyze-Huawei-172.21.1.93

., policy ID: The policy IDs are sorted from small to large, corresponding to the
order of the policiesfrom top to bottom

policy Name: policy Name

Source region: Zone of policy direction

. Source interface: The source port for policy direction

. Source Address: The source address matched by the policy
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. Destination zone: The zone where thepolicy is directed

Destination interface: Port for policy direction

. Destination Address: The destination address matched by the policy
Time: The effective time point of thepolicy

Service: Service target

Log: Enable policy session logging function
. Action: Represents © Permit or Allow, ® represents Deny or Drop
Policy query

policy query is a precise and fuzzy search for the currently displaygublicy. Click on
the policy query.

) INET plattarm ® Dushboard @ Change @ Anshae [ Search [}

@
2]

~  { Device catalog EQ #robze-Huawei172211.93
Ouview  Configutstion  Saving

* 2w * *
g * * o *
g * * *
g g -~ .
2w * = 2 *
2 * = *

After clicking on 'policy Query’, a dialog box will appear

Policy query

Action:

Source address =

Destination adg |

Protocol:

Action: Thedropdown menu allows you to select allow or deny;

Source and destination addresses: Enter an IP address (such as 192.168.60.The
dropdown menu on the right side of the column (red arrow) has options for "=", "IN",
and "NOT IN"
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M

MOTIM

'=" indicates that the IP address needs to match the specific policy exactly. If it is an
address segment, it can be written as 10.1.1.0/24 address; 'IN' means that all policies
containing the search address will match; 'NOT IN' means that policies that doot
include address lookup will be matched.

Protocol: Enter the corresponding protocol number through the drop- down menu,
as shown below:

Protocol : ‘ | ‘
- )
uDP I

ICMP

ICMPwE

HOPOPT

IGMP

GGP

ST

Select the corresponding protocol number. Taking TCP as an example, after selecting
TCP, the source and destination ports (red boxes) will appear. The dropdown menu
on the right is consistent with the usage of IP addresses, with the addition of ">" and
"<", ">" indicates that all values greater than the port number will be queried and
displayed; If it is less than the port number value, it will be queried and displayed.

r A

Policy query

Action:
Source address =

Destination adc =

Protocol: | TCP

Source port: =

Destination por =

Cancel Advanced query m
k r
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NAT Security Policy

5

The "NAT Policy" section mainly displays the NAT policies that already exist in the
current firewall. The NATpolicy is shown below.

INET platform & D

Line number: NAT policy IDs are sorted in ascending order, corresponding
to policies sorted from top to bottom
policy Name: policy Name

Type: Types of NAT policies, includingSNAT, DNAT, and BNAT

Status: NAT status, @ (& indicating enabled, indicating disabled

Source region: Zone of policy direction

Source interface: Interface for policy direction

Destination zone: The zone where thepolicy is directed

Purpose interface: Interface for policy direction

Source address (before conversion): Address or address segment before
source address conversion

Destination address (before conversion): Destination address before
conversion

Service (before conversion): Service portbefore conversion

Source Address (Converted): The address or address segment after source
address conversion

Destination Address (Converted): Destination Address Converted Address
Service (converted): converted service port

Expand object details

The click policy usually displays the name of the address object rather than the

specific address content. You can view the actual address corresponding to the
address name through "Expand Object Details". The red box before expanding the
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object details shows 192.168.70.0_24 as the address object name. After clicking on
'Expand Obiject Details', the actual address is 192.168.70.0/24 in the red box after
expanding the object details.

Before expanding object details

NI HE

BB

After expanding the object details

5

® 3 %

ERREL

nfa?mm?

4.4.3.4. Object
The objects include "address objects"”, "service objects", and "time objects".

Address object: The name of the address object parsed from the firewall
configuration;
., Service object: Refers to the services or applications defined by thesystem,
mainly used for being referenced by policies. The service targets include both
predefined and customized applications of the system, as well as "application
groups";
Time schedule object: Refers to the time schedule object referenced by the

policy. After referencing, the policy will take effect at the corresponding time

and will not take effect at other times.
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Address Object :

The "Address Objects" section mainly displays the address objects parsed from the
firewall configuration. As shown below.

INET platform [ Dastboard % Change @ Anshze  [3 Searc

L]

a':!m[g!i‘g”_:_:,uaa:'f;l*

Name: The name of the address object

Object type: divided into "object" and "object group”

Predefined: divided into True and False, True indicates prelefined, False
indicates not pre- defined

Interface/Domain: The interface or domain to which an address belongs. When
referenced by a policy, the address will be referred to as the source or
destination address based on the direction of the domain

Member: The specific address or address segment included in the address
Exclude members: In an address member segment, it is allowed to have
excluded address members

Reference: Statistics of the number of times referenced by policies

service object

The 'service object' mainly displays the application service objects parsed from the
firewall configuration. As shown below
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Name: The name of the application service object

Object type: divided into "object" and "object group”

Predefined: There are True and False, True indicates pmdefined, False
indicates notpre- defined

Protocol: The actual "protocol type" and "destination port number" of the
service object

Long link: The long link time set by the application service

Reference: Statistics of the number of times referenced by policies

Hosting: Serviceobjects can be set as hosting objects

Time Schedule object

The 'time schedule object' mainly displays the time object parsed from the firewall
configuration. As shown below

f) INET platfarm @ Dastoosd % Change @ Ansiaz  [5 Searc

Device catalog [ #osyze-Huawei-172211.93 e

[ e

., Name: The name of the time object

Object type: usually an "object" of time

Time plan: refers to the specific time setting of the time plan, which includes
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two types: "specified time period" and "periodic time period"

Reference: Statistics of the number of times referenced by policies

4.4.3.5. Network
Network refers to the networkparameters related to firewall devices, includinghree

parameters: "interface", "zone", and "routing".

Interface: Refers to the interface of a firewall, which includes types such as
"physical", "loopback", VLAN' "tunnel, "aggregation", and ‘"virtual",
corresponding to different types of interfaces of the firewall;

Region: Some firewalls control traffic exchange based on zones, assigning
interfaces to different zones to achieve business isolation;

Routing: The device routing table is obtained by parsing the collected routing

table.

Interface

Interface "mainly displays various interface forms parsed from firewall configuration,
including” physical "," loopback ","VLAN"," tunnel "," aggregation ", and" virtual ",
as shown below. Taking" physical "as an example:

) INET platiarm & Dashboard

Name: Interface name of firewall

Alias: Alias for interface settings

Status: The current status of the interface, divided into "enabled" and "not
enabled"

IP address: The IP addresgorresponding to the interface.If the interface does

not have an|P, it willnot be displayed

IPv6 address: The IPv6 addresorresponding to the interface. If the interface

does not have IPv6, it will not be displayed
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., Zone: The configuration of the security domain (i.e. zone) currently configured
by the firewall, including system predefined and usedefined. Different
manufacturers have different predefined security domains

. Logical system: The logical system of the firewall where the interface is located
will have different displays depending on the firewall manufacturer

. Virtual routing table: The virtual router of the firewall where the interface is
located. For example, Juniper's corresponding routing table hasNet.O,
indicating that the interface is in the default routing instance, and vriNet. 0,

indicating that the interface is in the routing instance of virtual router vr

Zone

The 'Zone' mainly displays various security zones parsed from the firewall
configuration, as shown below:

Yo o weep¥Ee

Name: The name of the security zone
. Logical System: Name of the logical system where the security domain is
located

. Interface: refers to the number of interfaces currently configured to this security

domain

Router

Router "mainly displays the results of parsing the routing table collected from the
firewall, as shown below:
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[ i e Y

ET platform @ Casrbowd % Chorge @ Anayze

Virtual routing table: The virtual routing table where the route is located

Destination IP: The destination address network segment that the route points
to. 0.0.0.0/0is the default route

Next hop: Refers to the gateway pointed to by the route, 0.0.0.0s a direct

connection route or a local route

Weight: Routing weight value, similar to the distance value of a flying tower
firewall

Protocol: Refers to the protocol type corresponding to the routing, such as
static for static and direct for direct routing

Port: The port corresponding to the route. If the firewall configured route does

not have a corresponding port, it will display N/A"

4.4.4. Installation of piping equipment
It mainly refers to some basic settings related to the current firewall, including
management methods, management options, and some basic information about the
firewall.

4.4.4.1.

Basic attributes

The basic attributes include the manufacturer, device name, model, and other related
information of the device.
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() INET platform @ Dashboard %y Change @) Analyze [@ Search @ Config
= Device ~ [ Device catalog o] Analyze-Huawei-172.21.1.93 ) WM @m | openon |
Catalogue
g L Overview  Configutstion  Setting  Authority
Credential
- i frame Basic properties
HA Grou -
P - & DATA
Template ~ &5 Domain + Device neme:  Analyze-Huawei-172.21.1.93
Task Setting B internet-172.21.1.80
# Vendor: | Huawei

172211084

¥ Topolagy
F5.192.168.60.132
2 eam 5-192.188.80.152 * Model: | USGE000
B manage-juniper- : -
@ Model Details ~ Route-172.21.1.94 Route update * Version: | /100RO01C30SPCa00
A Manage-Huawei- Hitcount update
Model x Business domai+: Domain
Firewall-172.21.1.84
Relation EA Analyze-Huawei- Description:
Association 17221193
- B TES 7
Q by N a5 TEST

R 172.21.1.110-url
Clsco-172.21.1.160
Antivirus(PA) ~ g2 Balance

& 192.168.60.132

+ Management |-+ 172.21.1.93
Application(Huawei)

# Portocol: | SSH
Object Management2.0
~ e Business
B2 172211181
A FortiGat_172.21.1.162
[ testcisco
B panoramat92.168.60.1 # Working made:  Routing

gw-020000-1

172.21.1.162-1 HA group:

A 52-192.168.60.99

B Cisco-172.21.1.160-2 +
»

Logical system:

Device Name: The name of the device

., Manufacturer: The manufacturer of the firewall, available from the dropdown
menu

., Model: The model corresponding to this firewall can be selected from the drop
down menu

. Version: The version of the firewall that is running, available from the dropdown
menu

., Business domain: The business domain inNet corresponding to this firewall

., Management IP: The management IPaddressof the device

., Protocol: Manage the remote connection protocol used by this firewall

., Port number: The port number corresponding to the remote connection
protocol used to manage this firewall

., Connection credentials: The "credential configuration"used when joining the
device

. Management mode: Select "Collect and Distribute” or "Collect Onlyfrom the
drop-down menu

. Working mode: The mode in which the firewall operates, either in "routing

mode" or "transparent mode"
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Logical system: If a single physical device creates multiple virtual instances, it is

5

necessary to fill in the corresponding routing instance names, such asiniper's
test. int. 0
4.4.4.2. Advanced setting

Advanced settings can configure text parsing encoding, time zone, object references,
and other related information.

() INET platfarm @ Dashboard %y Change @ Analyze [§ Search @ Canfig
= Device ~ @ Device catalog c Analyze-Huawei-172.21.1.93 O MG | opention &

Catalogue

St Configutation ~ Setting  Authority
Credentizl
~ &5 frame Advanced settings
HA Grou -
P + SBDATA
Template -~ g3= Domain » T
Task Setting B internet-17221.1.80
¥ Topology
8 F5-192.168:60.132 -
PAM <
& B manage juniper-
@ Model Details ~ Route-172.21.1.94
Mode! A Manage-Huawei-
Firewall-172.21.1.84
Relation
K Analyze-Huawei- Mas ce icentification: | False
Association 17221193
e — [ s |
@ Library ~ - TES
B 172.21.1.110-url
Application(Huawei) Cleco-17221.1160
Antivirus(PA) - g2 Balance

Object Management2.0 192.168.60.132

Encoding: You can choose UTF 8", "GB18030, "ISO-8859- 1", and generally
choose UTF8

Time Zone: The time zone where the device is located

Object group reference: When issuing policy reference objects, choose to

reference object groups or not to reference object groups

Strategic anchor point

When issuing security policies, sometimes it is necessary to choose to issue them
before/after a certain policy. The iNet platform introduces the concept of policy
anchors and clicks "Add" to select specific existing policies as policy anchors, defined
as being issued before/after that policy anchor. In the policy anchor directory, the
display and definition of policy anchors are shown in the following figure:

] INET plstform @ Datbowd %) Change @ @ s @

m Analyze-Huawei-172.21.1.93

P s o L o
¥ 1

-

@ -
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NAT Policy Anchor Point

5

When issuing NAT policies, sometimes it is necessary to choose to issue them
before/after a certain NAT policy. The iNet platform introduces the concept of NAT
policy anchors and clicks "Add" to select a specific existing NAT policy as the NAT
policy anchor, defined as being issued before/after that NAT policy anchor. In the
NAT policy anchor directory, the display and definition of NAT policy anchors are
shown in the following figure:

INET platform

g o wapnp®i®

NAT settings

In order to correctly analyze andlocate NAT wallsin path analysis,iNet platform
needs to set NAT rules for NAT walls in advanc&his wayiNet can search for the
corresponding NAT wallbased on the NAT address in the work order.

] INET platiorm ® Dabowd @ Change @ Anahze  [B Sesrch

Eile Y

]

4.4.4.3. Task
The task refers to iNetmanagement and collection of firewall logs and records. You
can see the specific execution history and results. There are "connection status check",
"configuration collection", "configuration cleanup”, "routing collection”, and "policy
hit count collection™.

] INET plattarm

< oS

TN NTITIE

Endat
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Connection status check

5

Display the regular connectivity detection status of iNet platform and management
equipment, with a default detection time of once every 5 minutes. The detection

cycle P¥CEFTION (ean pe customized to ““““““" indicate normal connectivity or

connectivity failure. The logs can be viewed to confirm the cause.

% %

Configure collection

Display the iNet platform's regular collection and management equipment
configuration, with a default of once every hour. The SUECESS collection cycle can

be customized and modified to “*““"'°" lindicate successful or failed collection.
You can check the logs to confirm the reason. Only when there are configuration
changes will there be collection updates here. You can click View Configuration to
view the current collection configuration file.

i) INET platfarm @ Dastboard % Change &1

3 Anshyze [ Sesech
evice catalog mnmlyzc-mmwc 17221.1.93 @m0

------

%

w3

Configuration Cleanup

5

The iNet platform collects device configuration and routing information and stores
it in a database. The platform saves 30 copies of configuration and routing files for a
period of 30 days. If the number of copies exceeds 30, the earliest
configuration/routing file will be deleted, and configuration/routing files that have
exceeded 30 days will be automatically cleared. Support custom modification of the
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number and time of configurations in the platform.

\) INET platform & Dashboard @ Change @

~ B Device catalog m Analyze-Huawei-172.21.1.93

o B

BT

3 X

HUNNETT

Route collection

5

Display that the iNet platform regularly collects and manages device routes, with a
default of once every 30 minutes. The route collection cycle can be customized to
EXCEPTION | SUCCESS indjcate successful or failed collection. You can check the logs to
confirm the reason. Only when there are route changes will there be collection
updates here. You can click View Configuration to view the current route information
collected.

~ B Device catalog m Analyze-Huawei-172.21.1.93

Collection of policy hit numbers

Display the iNet platform's regular collection and management of device policy hit

statistics, with a default of once a day. The hit collection cycl “*“5*"°" can be

customized to “““““*% indicate successful or failed collection. The logs can be
viewed to confirm the reason.

i) INET platfarm T Dashbosrd % Cha

»  ( Device catalog m Analyze-Huawei-172.21.1.93

Ei e

[

@ u
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Policy Search

policy search is a global search of all managed firewall policies, which can perform
policy queries on source addresses, destination addresses, actions, and protocols. It
supports fuzzy queries, precise searches, multiple keyword searches, and can export
search results in a table format. Search entrance: "SearehPolicy Search"

[ =
=2 3 ==rm

policy Search Method 1

Enter one or more items in the top column to check if there is a corresponding policy;

o e =3 = = o

Source address, destination address: In the input field, enter the corresponding IP

address or address range. The dropdown menu has three options: "=", IN", and
"NOT IN".
[E Policy Search |
I Source address: | 10.1.1.1 X I
Action: | ALLOW -
IN

"=": Indicates filtering all policy addresses and finding policy addresses that match
the input address;

'IN": Refers to filtering all policy addresses and finding policy addresses that can
contain input addresses, such as 192.168.1.100. Enter the address range of
192.168.1.024, and 192168.1.024 addresses will be filtered;

'NOT IN'": means to filter all policy addresses and find policy addresses that do not
contain the input address;
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Actions: including allow, deny, and unknown;

v

[& Policy Search |

Source address: | 10.1.1.1 % IN L

Action: ‘ ALLOW x

S ALLOW v
£ Export I d obj|
—'| DENY

UNKNOW
Deyrre

Protocol: including commonly used protocols such asTCP, UDPand ICMP, After
selecting the corresponding protocol, such as TCP, the source port and destination
port will appear; The dropdown menu allows you to select "=", "IN", and "NOT IN"
(using the same method and address). ChoosingCMPwill display two options: type
and code;

) INET platfarm @ Deshboxd % Change 8l Anshze & Config @ @

. (o T I

eyt ke =

policy Search Method 2

Advanced search, click the advanced search button, so that the matching criteria
elements of the search are more refined and the accuracy will be higher.

) INET platform  © Dashoosrd % Change @ Analys @ Conig P e

[re—— EEm- e
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Policyanalysis

policy analysis mainly includes'security policy", "connectivity analysis", "security
compliance”, "analysis tasks", "report configuration”, and "policy convergenceThe
'security policy' mainly refers to the analysis of the execution object and policy.
Connectivity analysis is mainly used to perform policy path analysis, which visualizes
whether the devices through which traffic passes have roundrip routes and relevant
effective policies. Security compliance "mainly refers to defining a set of rules bed

on the actual needs of users. When analyzing policies, it is possible to detect whether
the policies are compliant according to the rules. 'Policy convergence' mainly refers
to the broad policy tightening of firewalls.

f) NET plattorm @ Dutboxd % ‘ED & config ® o

Fonu

frame Analyze now

| Optimization Analysis-Object

@ vange . 0 N/A N/A N/A N/A

| Optimization Analysis-Policy

Total N/A N/A N/A N/A

N/A N/A N/A N/A

E R B s

6.1. Securitypolicy

The 'security policy' mainly refers to iNet's analysis of managed firewall objects and
policies. After performing policy analysis and object analysis, display whether there
are any abnormal or unreasonable configurations, provide suggestions and
optimizations. After clicking on the corresponding device, the security policy function
will display "Overview", "Optimization Analysis", "Compliance Analysis", "Hit Analysis",
etc.

Overview: Indicates some basic information about the current device;
Optimization analysis: Optimization analysis includes object analysis and policy
analysis. Object analysigefers to analyzing firewall objects (such as addresses
and services) to see if there are empty objects, no reference objects, expired
objects, duplicate objects, etc., and providing suggestions or optimization
operations for these objects;policy analysiswill analyze the phenomena of
invalidity, expiration, concealment, conflict, redundancy, and merging in the

current policy, and provide suggestionsor optimization operations for these
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policies;
Compliance analysis: It will analyze the statistical information of the high,
medium, and low-risk rules defined by the hit platform in the current device
policy, and click on the hitpolicy index to the policy;

. Hit analysis: Obtain the Hitcount of the device, collect the device's traffic logs

for analysis, and analyze policies with zero hit counts over a period of time.

= Connectivity - frame

0 N/A N/A N/A N/A

. . | Optimization Analysis-Policy
o A I R S -
S Toa N/A N/A N/A N/A
. 0 s . -
R N/A N/A N/A N/A

= | Hit Analysis-Unused Objects
o 0 0 0 0 0

6.1.1. Optimizationanalysis

6.1.1.1. Object analysis
Select the device, data center, or business domain that needs to be analyzed, click
"Analyze Now", and start object analysis, policy analysis, compliance analysis, and hit
analysis on the device. (If selecting a data center or business domain, analyze all
devices under that architecture)

Analyze-Huawei-172.21.1.93 White List m

-
=
=

After the analysis is completed, click on "Optimize Analysis" to view the corresponding
"Empty Objects", "No References", "Expired Objects", "Duplicate Objects", etc. You can
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add them to the whitelist or delete them.

Analyze-Huawei-172.21.1.93 White List
& DAt Optimize Analys

& to

- v e

o | Empty Object

o

Batch Action

[~

-

B Cico-17221.01

=

=

=

Empty object: Only the object name, without actual address, service, or other
object elements. Empty objects can be added to the whitelist (they will not

participate in the next object analysis) and deleted;

B Searc & Config
Analyze-Huawei-172.21.1.93 White List
Optimize Analysis €
-
a8 w
Basch Action

& A
Y

=

- °
L
L

=

L]

= a

No reference: Obijects in the firewall are not referencedNo reference object
supports whitelisting (will not participate in the next object analysis) and

deletion;
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Expired objects: mainly for time objects. Expired objects can be added to the

whitelist (they will not participate in the next object analysis) and deleted,;

Analyze-Huawei-172211.93
i

| Repeated Object

Repeated objects: The names of objects are inconsistent, while the content
elements are consistentlf arepeated object is not referenced, it can be deleted
or whitelisted. If it is referenced, deletion is not supported, only whitelisting is

supported.

37/50



iNet Intelligent Platform Operation Manual 2024

- | Repeated Object

[ [
y B B

L}

E B B OB O

| Invalid Policy

6.1.1.2. Policyanalysis
After clicking "Analyze Now", object analysis and policy analysis will be performed.
The policy analysis function will analyze whether there are invalid, expired, hidden,
conflicting, redundant, and combinablepoliciesin the policy.

Analyze-Huawei-172.21.1.93 White List

]
s B B

P 8 80

| Expired Policy

Invalid policy: Refers to policies that are not enabled in the firewall, mainly
referring to disabled or disabled policies. The page will prompt the reason and

details, and indicate the policy name;
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Analyze-Huawei-172.21.1.93 White List
©
-
=]
=
=
p—
- o
-

Expired policy: If there is a policy thatuses the "policy schedule" and the time

has exceeded the schedule, the policy is in a deactivated state;

W Dastbosrd % Changs B Search @ Config ¥ e

* Analyze-Huawei-172.21.1.93 wihite List

I Expired Policy

| Hidden Policy

Hidden policy: refers to the situation where there is coverage betweepolicies,

and the "big policy" covers the "hidden";
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Analyze-Huawei-172.21.1.93 White List
Betch Act

| Redundant Policy

Redundant policy: The previouspolicy allows some traffic and ports to pass,
while the later policy allows for the release of additional trafficThe port number

and address of the release are part or subset of the second releagmlicy;

Analyze-Huawei-172.21.1.93 White List

| Redundant Policy

] [
i L -

I Meraeable Policv

Merge able Policy: Two policies have only one element that is different, such as
address or port. If all other elements are identical, it is considered that the two

policiescan be merged. As follows, if the addresses of the policies are the same
and only the services are different, it can be considered that two policies can be

merged into one policy.
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Analyze-Huawei-172.21.1.93 PN e o |

0 B
» B 0 B BB

]

B8 8 N

Conflict policy: The earlier policy opens up some traffic and ports, while the
later policy blocks them. The port number and address for blocking are part

or subset of the blocking policy;

6.1.2. Complianceanalysis
Compliance analysis is based on the rules of the security compliance library to
conduct compliance analysison new and existing policies, and alsoto view the
policies hit in the compliance rules.
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6.1.3. Hit analysis
Obtain the Hitcount of the device, collect the device's traffic logs for analysis, and
analyze the policy with 0 hits over a period of timeView the statistics of hit sessions
during specific time periods of the device, in order to intuitively understand the use
of device security policies.

[

! B D ©®

| Unused Policies

6.2. Compliance Rule Library
The compliance rule library list displays rule names, risk levels, rule types, comments,
and operations (new, edit, disable, delete). There are two types of compliance rules:
custom and predefined. The predefined ones have system settings and are
automatically imported; Custom created by the user. There are already prdefined
high- risk ports in the compliance rule library, and security compliance rulesnd inter
domain compliance rulescan be customized based on IP and portsSubsequently,
compliance analyiswill be conducted on newly added and existing policies based
on the security compliance database, and policies thatave been hit in compliance
rules can also be viewed.
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6.2.1. Customize regularules
In Analyze A Compliance Libraryy Ordinary Rules, click "New" to select "New
Custom Rule" to create highrisk IP and high risk IP+ports; You can alscchoose
"New Custom High Risk Port" to create a higtrisk port.

Mewrule | New high risk port

* Name:
* Risk level: | Hi

Action:

Destination port

Source port:

Remarks

6.2.2. CustomRules
In Analyze A Compliance Libraryy Customize Rules,click "New" to customize

security compliance rules through XQL statements, supporting perfect matching of
multiple keywords.

) Security Palicy B Customize rules / New
«f  Connectivity
L | Basic Information

=7 Connectivity Batch
[@ Business View ~ * Name * Risk Level
Internst Service Publish High
Access Internet Request Description
[E Compliance Library ~

Ordinary Rules

Customize Rules |

Zone Rules | Filter information

=

Analysis Task Filter Conditions

Report Configuration I @ ‘ l

Convergence

0]

action
app.isAny
app.name
description
dstip
dstisany
dstname
dstnegated
dstinterface
dstZone

nnnnnnn

6.2.3. Zone rules

In the Analyze A Compliance LibraryA Zone Rules,click on "Security Zone" to
define a security zone. Multiple zones of different levels can be defined, and multiple
subnets can be bound to each zone.
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B Sen
e secutty Zane
< co
< co trust /
@
e

\

+ Add Securty Zone

After defining the region, click "Rule" to create inter domain access rules for different

regions. Click "New", select multiple regions, enter the allowed inter domain access
level difference, and click generate matrix.

[ ZoneRules / Add rules

© interzone rule information Security zone rule matrix
1 Basic Information
* Name
Description
p
1 security zone
« Security zone selection
v 3 items Available security zones v 0 item

Available security zones

~ Root
trust
untrust

Inter-zone rule matrix configuration

Allow all intra-zone traffic
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Dashboard %3 Change &) Anahyze [ Search @ Config
Rules  Sut
(%) Inter-zone rule information @) Security zone rule matrix
1 Security zone rule matrix
To
untrust (5) trust (80)

From

untrust (5) v X

trust (80) X v

Cancel || PrevSiep

After generating the matrix, it supports clicking the W" and " " symbols to allow or

prohibit access modification.

Security zone rule matrix: From untrust To untrust

6.3. AnalysisTask
Support for adding new tasks, specifying devices or device groups, and selecting
appropriate tasks for regular data analysis.
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Security Policy

Scheduled Task Task Queve

aF Connectivity

Business View ¥
= o)
B Compliance Library ~

Ordinary Rules Name Device/Group Status Creato ieport Configuration  CRON eation Time ¢ Update Time % Description i

Customize Rules 333 Aesri Enable  admin 222 00/5gee T 2024-03-11 10:17:34 2024-03-11 10:17:34 - Ciabled Edt Delete

Zone Rules

110l 1 items [ 0/ page

[ Analysis Task —

2= Report Configuration

[ Convergence

NEW:Add Scheduled Task

., Device/Group: Supporting the specification of devices ordevice groups for
analysis tasks.

., Report Configuration : Specifying the analysis data for devices/groups, such as
policies, objects, compliance, etc., for any combination.

., Cron Expression Used to specify the analysis time for devices/groups.

* Report Configur Policy And Object Optimization analysis

*cnoNexp«esm‘ ease ente

Description: | Flease

., Task Queue

Records of All Executed Analysis Tasks

Queue Settings  Queue concurrency limit settings.
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2§

6.4. Report Configuration

For designating analysis projects, and supporting task reuse across multiple firewalls.

2]
<
@

Add task settings: Support defining analysis tasks and specifying related

analysis projects.

6.5. Convergence

The feature supports trafficbased collection, after a specified analysis period, it
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